3GPP TSG-SA3 Meeting #108e 
S3-22xxxx
e-meeting, 22 - 26 Auguest 2022
Revision of S3-21xxxx
Source:
Huawei, HiSilicon
Title:
Discussion on the security of Isolated Operation for Public Safety in 5GS
Document for:
Discussion
Agenda Item:
6
1
Decision/action requested

This proposes to get consensus of completing the security of IOPS in 5G
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3
Rationale

Current 5GS fails to satisfy the security requirement to provide the continuous secured communication ability for the Public Safety users/officers when the 5G infrastructure cannot provide service under incident scenarios. It is necessary to introduce security and privacy mechanisms of Isolated Operation for Public Safety in 5GS (5IOPS) into the 5G system.

The implementation and deployment guidelines for the operation of Public Safety networks using Local 5GC in the no Macro 5GC backhaul scenario are discussed simultaneously in SA2 under contribution number S2-2203812 to S3-2203815, including system architecture and procedures for UEs joining and leaving the IOPS mode.
4
Discussion
Currently, worldwide national and Public Safety organisations use the 5G system to provide the capability of Public Safety users to communicate within mission-critical situations. 
One of the most vital communication capabilities between Public Safety users or officers is to maintain communication when the network infrastructure cannot provide service under incident scenarios. The support of Isolated E-UTRAN operations for Public Safety (IOPS) was introduced since Rel-13 in order to address the case of a backhaul failure or a nomadic EPS deployment, ensuring the ability of Public Safety users to communicate in time of crisis via an IOPS-capable eNB. The IOPS mode provides the LTE network the ability to maintain continuous communication services for Public Safety users, including voice, data, unicast and groupcast communications. The following IOPS features were agreed upon in LTE:

· Implementation and deployment guidelines for the operation of Public Safety networks using Local EPC in the no Macro EPC backhaul scenario as specified in TS 23.401[1], including system architecture and procedures for UEs joining and leaving the IOPS mode.
· Security guidelines for the operation of Public Safety networks using Local EPC in the no Macro EPC backhaul scenario, for the purpose of finishing the AKA procedures between the authorised IOPS UE and IOPS L-HSS (contained in the IOPS Local EPC), as specified in Annex F of TS 33.401[1].

· Support the minimum MCPTT services, as specified in TS 23.180 [2];
The 5G system is expected to offer the same capabilities as legacy 3GPP systems. In fact, the clause 5.1.2.2 of 3GPP TS 22.261 [3] states the following:    
‘In principle, the 5G system shall support all EPS capabilities’.

In particular, the 5G system is expected to be able to provide a minimal level of service even in cases where the authentication infrastructure is not available for example in crisis situations such as incidents, natural disasters, etc. On this matter, 3GPP TS 22.261 [3] clause 8 states the following: 

 ‘The 5G system shall be able to provide temporary service for authorized users without access to their home network (e.g. IOPS, mission critical services)’.

However, the above requirements, especially the security requirement, are not currently satisfied. As for now, the 5G system is not capable to provide IOPS mode. To address the continued secure communication ability of Public Safety users in the scenarios of network backhaul failure or a nomadic network deployment, the operators only left the choice to deploy an EPS-based IOPS if we don’t support IOPS mode and corresponding security functionalities in the 5G system. For the operators and consumers has existing 5G system deployment, the secured IOPS mode benefits the ability to mitigate the 5G infrastructure out-of-service under incident scenarios. For these reasons, it is necessary to introduce security and privacy mechanisms of Isolated Operation for Public Safety in 5GS (5IOPS) into the 5G system.
5
Proposal

It is proposed that the WID on Security for Isolated Operation for Public Safety in 5GS (5IOPS) in S3-222085 is considered in SA3.
